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Intelligente Performance-Messung, 

vom Lan bis in die Cloud.
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• Intelligente Performance-Messung, vom Lan bis in die Cloud

– Challenge

– Solution

• Valuable Add-On

– Thread Detection and Mitigation in the same system

– Generate Extra Revenue and Customer Satisfaction

Agenda
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Challenge

Ring Ring
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Challenge

Entenhausen Net
Der Kunden-Service

Mein Name ist Gustav Gans
Was kann ich für Sie tun ?
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Challenge

Hallo, mein Name ist Gundel Gaukeley
von der Dagobert Duck Investment Gruppe

Wir beziehen unsere 
Internetverbindung über Sie 
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Challenge

Heute ist das Internet besonders langsam
Bitte prüfen Sie die Verbindungen 

auf ihrer Seite

Meine IT-Abteilung hat mir versichert, 
bei uns ist alles in Ordnung
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Challenge

Was bedeutet langsam ?
Ist eine Bestimmte URL betroffen,

oder ist alles zeitverzögert ?

Ich bin die Vorstandsassistentin
Und mein Boss hat gesagt:

“ Internet ist lahm, kümmer dich mal darum“
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Challenge

Danke für die Meldung

Wir werden das checken

Auf Wiederhören
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• Der Service Provider soll nun seine Analysen betreiben

• Hat aber nur minimale Informationen

• Die Fehlerquellen können überall sein

• Jetzt beginnt eine Suche, die kommerziell eigentlich nicht abzubilden ist

Challenge
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• Die Datenquelle, das lokale Kunden Lan

• Hier können sich verschiedenste Störquellen befinden

• Defekte Netzwerkdrucker, welche einen Broadcast Storm auslösen

• Überladene, oder gestörte Access Points, welche das Netzwerk einbremsen 

Typische SP Netzwerk Struktur 1 von 3

KKunden Lan

Access
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• Das Übertragungs-Netzwerk

• Auch hier können sich verschiedenste Störquellen befinden

• Defekte Switche/Router welche die Datenströme begrenzen

• Überlast im Netz durch unplanbaren Bandbreitenbedarf

Typische SP Netzwerk Struktur 2 von 3

Metro/Core
NetworkService Provider 

Segment

Internet 
Übergabepunkt

Access
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• Die Ziel Applikation ( z.B. Office 365, Nextcloud, AWS, Microsoft Azure)

• Diese kann sich im Internet, oder in einer Public/Edge Cloud befinden

• Auch hier können durch Defekte, oder Überlast, Verzögerungen im 
Datenstrom entstehen

Typische SP Netzwerk Struktur 3 von 3

Internet

Public Cloud

Provider 
Edge Cloud
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• All diese Netzwerk-Segmente können problembehaftet sein

• Jedes kann für nur sich alleine analysiert werden

• Eine Problem-Analyse wird dadurch äußerst komplex

• Die Sichtbarkeit des Kunden Lan und der Cloud Applikation ist sehr begrenzt

Typische SP Internet Service Struktur

KKunden Lan

Access

Metro/Core
NetworkService Provider 

Segment

Internet

Public Cloud

Provider
Edge Cloud
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Any Challenge is looking for a smart Solution

RADinsight SD ( Smart Diagnostic )
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Network Service Support Challenge

Traditional Tools: 

Snapshot test of SP network - no 

view beyond SP network

Traditional Tools: 

LAN test only (Large Enterprises)

SMB/Enterprise  

Traditional tools: 

Comprehensive view on SP network  

Missing view on LAN & Cloud

Customer Care Service Desk Network Operations

Only 24% of the reported problems are CSP related !! 
Missing End 2 End Smart Diagnostic tool 

Responsibility disputes, costly 

escalations, delayed or “no problem 

found” answers 

Most of  problems required IT Service 

Desk assistance Complex analysis of multiple not 

correlated tools

SP Network Cloud
Enterprise
Network
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RADinsight SD - E2E Visibility Internet Services

Fast diagnosis at Service deskSelf-diagnosis & problem areas view 

SMB/Enterprise  

E2E monitoring & troubleshooting 

Customer Care Service Desk Network Operations

Simple ML/AI based intuitive tool, Improve customer satisfaction, Reduce OpEx , Save CapEx

Improve First Call Resolution 

Reduce Customer Call duration

Reduce churn

Self-service & transparency

Reduce calls to Customer Care

Streamline process  

Reduce troubleshooting time

SP Network Cloud
Enterprise
Network NTE

E-2-E Quality Scores, KPIs
per source, per flow, per destination, per minute
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Solution Architecture

Regional Data Centers

Mirrored traffic samples

Collected metadata

TWAMP KPIs

Cloud/On prem

RADinsight Analyzer

Connectivity 
monitoring

AI/ML based 
analytics

Integration with 
OSS/BSS

Dashboards &
reports

E-2-E Quality Scores, KPIs
per source, per flow, 

per destination, per minute

RADinsight Controller

TWAMP Controller

RADinsight Collector

Traffic 
decomposition

DPI
0101
1100

TWAMP Reflector

Internet Peering Points

Internet Public CloudSP NetworkLAN

Twamp measurement
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Intuitive Front End

-for Customer Self Care via Self Service Portal

-for Customer Care Center of the SP
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Self Diagnostics via Self-Service Portal
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Diagnostics by Customer Care and Operations

Service Desk
representative
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Quality Scores

Quality score are calculated based on 
measured KPIs

Score anomalies are detected for each 
user based on his data history

The anomaly patterns are compared to 
previous measured  and learned behavior

Detect dense “bad” anomalies and clustering 
are used as ensemble methods to improve 
ML results 

Score degradation is monitored relatively to a 
regular behavior of specific user, using ML 
mechanisms
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RADinsight TI ( Thread Intelligence )
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• For RADinsight SD we built the infrastructure

• Why not use the same resources to detect and block attacks

• Enhance the existing RADinsight SD to TI security system

Thread Detection
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Security Threats

DDoS traffic targeted for Telecommunication
Cloudflare, 2023

DDoS attacks lasts more than 10 minutes
Cloudflare, 2023

Average cost of a DDoS attack in US
Corero, “The Need for Always-On in 

DDoS Protection”
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Solution Architecture

Mirrored traffic 
samples

Regional Data Centers

ACL

Cloud/On prem

NTE

ControllerController

Anomaly 
Engine

RADinsight 
Analyzer

Workflow

IP Reputation

ACL Mirrored traffic 
samples

Edgehawk
DetectorEdgehawk

DetectorDetector

Edgehawk
DetectorEdgehawk

DetectorRADinsight 
Collector

Enterprise SP Network Partner NetworkNTE NTE
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RADinsight Threat Intelligence
Outbound attack Scenario example

SP Network 

Branch A Branch B

Orchestrated outbound multi-vector attack on DNS and LDAP 
servers triggered for several branches

Attack detected and classified by RADinsight

Mitigation automatically triggered by RADinsight, and malicious 
traffic blocked  in carrier edges

Carrier EdgeCarrier Edge

RADinsight continuously monitors traffic passing all Customer’s 
carrier edges via collected telemetry.

Attack stopped. RADinsight detects this and remove ACLs

Telemetry

Control

Mitigation

Normal Traffic

Attack Traffic

RADinsight TI Controller

RADinsight TI Detectors

Malicious bots
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Covered Cyber Attacks
Partial List 

Attack Type Attack Type Attack Type

UDP Flood - Random Source IP Mirai: GRE IP Flood BitTorrent Amplification

UDP Flood - Random Source IP, Random Packet Size Mirai: UDP Flood CoAP Amplification

UDP Flood - Random Layer 4 Mirai: VSE Flood ARD Amplification

UDP Fragmented Flood - Random Packet Size UDP Flood Mirai: DNS Waterfall Flood Stream Protocol Amplification

UDP Flood – Carpet Bombing Mirai: SYN Flood SSDP Amplification

UDP Flood – Burst (short - 5 second duration, 30 sec interval) Mirai: ACK Flood SNMP Amplification (162)

UDP Flood – Burst (long - 30 second duration, 60 sec interval) Mirai: STOMP Flood SNMP Amplification (161)

TCP Invalid Flags Flood Application DDOS Attack Protection QOTD Amplification

TCP ACK Flood HTTP GET Flood – High CPS (Connection Per Second) SSDP Amplification

TCP FRAG Flood HTTP GET Flood – High RPS (Request Per Second) OpenVPN Amplification

TCP SYN/ACK Flood HTTPs GET Flood – High CPS (Connection per Second) NTP Amplification

TCP SYN Flood HTTPs GET Flood – High RPS (Request Per Second) NetBIOS (137)

ICMP Flood Attack Random Packet Size NetBIOS NetBIOS (138)

Unknown Protocol Attack RIPv1 MS SQL RS Amplification

Mirai Botnet Attack Protection Tests RPCbind memcached Amplification

Mirai: GRE Ethernet Flood CoAP Amplification mDNS

Mirai: UDP Plain Flood CLDAP Amplification L2TP

Mirai: HTTP Flood Chargen Amplification
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Improvements in All Three Dimensions​

MITIGATION
• Chirurgical mitigation using advanced ACL 

capabilities

• Mitigation starts in few seconds

• Mitigation capacity scales with the network

• Automated process

DETECTION
• Two layered, low granular 

• Zero Day and known attacks

• Distributed across all peering routers 
and ETXs

• Localized function, lowers telemetry 
overhead

• Flexible sampling rates per location INSPECTION
• Unsupervised ML attack characterization

• Real Time Signature (RTS)

• Automated process
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RADinsight PT ( Personalized Targeting )

-Generating more Revenue and

Customer Satisfaction
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Networking Services Upsell Challenge

Reliable and professional service upsell 

Service Providers are looking for 

creative ways to increase revenues 

from network services

Increase Service Revenues while 

keeping customer satisfaction   
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RADinsight PT – Personalized Targeting
U

S
E

R
S

B
E

N
E

F
IT

S

CSP Marketing & Sales

Helps target upsell offers to customers who really need it

Bandwidth Upgrade Premium Cloud Connect

Savings

No need for additional probes or software agents

Save frontal marketing efforts

Increased Revenues

New revenue streams 

from existing customers

Customer Satisfaction

Better service fit

Reduced churn
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RADinsight: Intent Base Networking 
Takeaways 

RADinsight 
Services

Benefits 

Personalized Targeting

Intuitive E2E visibility for
fault Isolation

Real-time detection and 
mitigation of cyber attacks

Upsell connectivity services 
based on traffic analysis

Smart Diagnostics Threat Intelligence

Business 
Intent

I N C R E A S E

P R O D U C T I V I T Y

R E D U C E  C U S T O M E R

C A R E  C O S T S

I N C R E A S E  C U S T O M E R  

S A T I S F A C T I O N
D I F F E R E N T I A T E  

S E R V I C E

R E D U C E  C H U R N
G E N E R A T E

R E V E N U E

G E N E R A T E

R E V E N U E

I N C R E A S E  C U S T O M E R  

S A T I S F A C T I O N

S E C U R E  L 2  A C C E S S



Thank you
F o r  y o u r  a t t e n t i o n
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Karsten Gietz
Senior Solution Architect
Karsten_g@rad.com
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