RAD

Your Network's Edge®

Intelligente Performance-Messung,
vom Lan bis in die Cloud.
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Agenda m

Your Network's Edge®

e |ntelligente Performance-Messung, vom Lan bis in die Cloud
— Challenge
— Solution

e Valuable Add-On
— Thread Detection and Mitigation in the same system
— Generate Extra Revenue and Customer Satisfaction
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Challenge
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Challenge

Entenhausen Net
Der Kunden-Service
Mein Name ist Gustav Gans
Was kann ich fur Sie tun ?
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Challenge RAD

ur Network's Edge®

Hallo, mein Name ist Gundel Gaukeley
von der Dagobert Duck Investment Gruppe

Wir beziehen unsere
Internetverbindung uber Sie
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Challenge RAD

Heute ist das Internet besonders langsam
Bitte prufen Sie die Verbindungen
auf ihrer Seite

Meine IT-Abteilung hat mir versichert,
bei uns ist alles in Ordnung
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Challenge m

Was bedeutet langsam ?
Ist eine Bestimmte URL betroffen,
oder ist alles zeitverzogert ?

Ich bin die Vorstandsassistentin
Und mein Boss hat gesagt:
“Internet ist lahm, kimmer dich mal darum*“
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Challenge

Danke fuir die Meldung
Wir werden das checken

Auf Wiederhoren
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Challenge m

Your Network's Edge®

e Der Service Provider soll nun seine Analysen betreiben

e Hat aber nur minimale Informationen

e Die Fehlerquellen konnen liberall sein

e Jetzt beginnt eine Suche, die kommerziell eigentlich nicht abzubilden ist

Proprietary and Confidential RAD | 9



Typische SP Netzwerk Struktur 1 von 3 m

Your Network's Edge®

e Die Datenquelle, das lokale Kunden Lan

e Hier konnen sich verschiedenste Storquellen befinden

e Defekte Netzwerkdrucker, welche einen Broadcast Storm auslosen

e Uberladene, oder gestorte Access Points, welche das Netzwerk einbremsen

r

Kunden Lan

\_

~\

Access

G

J
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Typische SP Netzwerk Struktur 2 von 3 m

Your Network's Edge®

e Das Ubertragungs-Netzwerk

e Auch hier konnen sich verschiedenste Storquellen befinden
e Defekte Switche/Router welche die Datenstrome begrenzen
e Uberlast im Netz durch unplanbaren Bandbreitenbedarf

Access — - Internet

1 . . ; Ubergabepunkt
— Service Provider

Segment
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Typische SP Netzwerk Struktur 3 von 3 m

Your Network's Edge®

e Die Ziel Applikation ( z.B. Office 365, Nextcloud, AWS, Microsoft Azure)
e Diese kann sich im Internet, oder in einer Public/Edge Cloud befinden

e Auch hier kdnnen durch Defekte, oder Uberlast, Verzégerungen im
Datenstrom entstehen
Public CIou%

( Internet
Provider
Edge Cloud

e T Y Y Y NP




Typische SP Internet Service Struktur m

Your Network's Edge®

e All diese Netzwerk-Segmente konnen problembehaftet sein

e Jedes kann fur nur sich alleine analysiert werden

e Eine Problem-Analyse wird dadurch aulRerst komplex

e Die Sichtbarkeit des Kunden Lan und der Cloud Applikation ist sehr begrenzt

( )

Access
Kunden Lan @_ -
\_ Yy,
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Any Challenge is looking for a smart Solution
RADinsight SD ( Smart Diagnostic )
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Network Service Support Challenge m

Your Network's Edge®

Network Operations

SMB/Enterprise Customer Care Service Desk

Traditional Tools: Traditional Tools: Traditional tools:
LAN test only (Large Enterprises) Snapshot test of SP network - no Comprehensive view on SP network
view beyond SP network Missing view on LAN & Cloud
Most of problems required IT Service Responsibility disputes, costly
Desk assistance escalations, delayed or “no problem Complex analysis of multiple not
found” answers correlated tools
& _J

Ente rprise

Netwon(\ 4 o

Only 24% of the reported problems are CSP related !!

Missing End 2 End Smart Diagnostic tool



RADinsight SD - E2E Visibility Internet Services m

Your Network's Edge®

SMB/Enterprise Customer Care Service Desk Network Operations

Self-diagnosis & problem areas view Fast diagnosis at Service desk E2E monitoring & troubleshooting

Improve First Call Resolution

Self-service & transparency Streamline process

Reduce Customer Call duration

Reduce calls to Customer Care Reduce troubleshooting time

_ ) Reduce churn

E terpn:e
\etwor! .

N

P Networ

E-2-E Quality Scores, KPIs
per source, per flow, per destination, per minute

Simple ML/AI based intuitive tool, Improve customer satisfaction, Reduce OpEx , Save CapEx



Solution Architecture

Your Network's Edge®

Regional Data Centers Cloud/On prem

RADinsight Collector RADinsight Analyzer

(i 00®] Connectivit :

e b m—a b s e r s e b —_) per source, per. fIOW,
Traffic @ Al/ML based per destination, per minute
@y decomposition analytics

[' | Dashboards &
6@ reports

. . Integration with
Internet Peering Points 055/BSS

RADinsight Controller (RAD]

@ TWAMP Controller

Mirrored traffic samples

nooo
-

nnn
it

goan
Gaoa

TWAMP Reflector
N Twamp measurement
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RAD

Your Network's Edge®

Intuitive Front End
-for Customer Self Care via Self Service Portal
-for Customer Care Center of the SP Lessiiissssaes
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Self Diagnostics via Self-Service Portal

Your Network's Edge®

Self Service Portal

= HomeDepot Self Diagnostics

[T insighe @ steve Applesecd =

O‘I’Hnacn'a Plans  Products  Services Deals Help & support Business W C‘\ E . - ; - 1 _-
Map Table - o OO | wnesann o

B Broadband Home Depot

D Mobile

Broadband Dedicated Ethernet, 1 Gbps — 10 Gbps

Hudsen
Bay

CANADA

B landline Change Plan

+ Add product
Additional products you may like

Billing
Self Diagnostics

Home Depot

Last Invoice

L2 o) W states / Provinces

N . V NeTy,
Billing history Threat Intelligence -

V' eranches

status
General el
 Suboptimal
Settings 2 e

Order Tracking

UNITED STATES Kensos C
it " st Louis

Add account

Support

HomeDepot  Self Diagnostics = HomeDepot Self Diagnostics [T9) insighe @ sioce rppiesed + = HomeDepot  Seff Diagnostics 10, [TE00] insight @ steve Appleseed ~
< | Branch Bowmanville < | eranen Bowmanville )
Overview Overview  EndtoEnd  LAN  WAN  Internet  Public Clouds
< !
{ Time
A Tottenham st ILaN . | Resolution Details
. \ 2023062300 1030 Time S 10 3
ol ‘ ‘ Whitchurch
c - Customer may «
- jon Time ® ObseratonTme  Relative O Absoluts :
| Stouftuille B o ] “ 2 .
«Laurel Mono Mills \ @ * s Suggestion:  Check the LAN equipment connectad to user port 1. Chack the LAN IP address 172.47.1
74 ﬁh I Y | Branch Details 17217162410 [ 404 ] Ed 1. ° Last 1 Hour =
1nd Valley N ¥ 9 \ * Beanch Address 17217.163.42:0 = 6 . 0 20230601 aL09:10 - 2023-06.01 at 10:10 Recommended action:  Close the ucket
N Caledon \ \ 120 Clarington Bivd, Bowmanvile, ON L1C 0C3
. \ 3 21716440 ™ s o
Vaughon® \ oMarkham Home Depot e LAN WAN Internet
'aughan s = A : . - g 1247163450 [ 407 ] o " ] 1 Branch Details
\ -~ carch owmanville :
: T | | £ “ " ° + Branch Address s
e R, Wanscore . oo [ s ] @ .s o 120 larington v, Bcwmanuile, oM L1 063
NEtype ETX 205A - " t
| waN ‘

L score m i

Home Depot

- Ior,ohti)

Carrier Edg
SRockuoid 4 Halton Hills A\ 15 et score 7y VP states / Provinces p— o = ™) “ F; \ : .
£ _.Mississauga (o —— omce 365 (3 Z"””“ » s | Internet Yy
Branches
«Guelph - \ & 4 RONCHDONS J User Ports 1245 ETX-205A 172.17.163.43:0
“Miton el g m - - . e srcaa
o h oane ) suncproni 217063410 - 17217162470 Frepia 3 o % " » Viss
et ® foo 104321634700 [ 40 ] @ s o User Ports 1245
g 102.210.22.40:483 =3 ) " ° Network Parts. 03
3 102.108.34.74:443 [ 410 ] ) " 0 1P Addresses 17297.163.41:0 - 17247163 470
& ngoes s Srough \ 124640 oD » " 0
y A\ + Wilson i 20202252403 Pt 432 ] 5 u o
I " Niagaraon g Shwtang Mozazen o [ 4] B " o

Hamilton

] b4
.St George g ° .{h!cLake . Ransomville




Diagnostics by Customer Care and Operations [z/l}

Your Network's Edge®

Case Management System x 4+

O trinacria ()
Slow connectivity in Bowmanville branch between
09:00 - 10:00 at 2023 06 01

Home Depot

Assignee Ticket Number 1498

Customer Care
Public Reply Internal Note

Create Virtual Ticket

Bowmarnile

Conversations v Al [JFl

0601 30910~ 2023:06:01 3t 1010

@ Mary Stagecoach Today, 2023 0601 10:09

Slow connectivity in Bowmanville branch last hour

Service Desk
representative

= OfTringcria  Smart Diagnostics G100 insight @ oy siagesoach -
- 1 _- m = O frinacria Smart Diagnostics eced vy (TN insight ® v ach ~ = O Trinacria Smart Diagnostics + [ insight @ rarysgecoach ~
Overview End to End LAN WAN Internet Public Clouds History Tickets 7 ) e 1498 < | Viral Tickes womber 1498 N X
| Virtual Ticket Details r— WAN Internet Public Clouds History Tickets — Overview End to End LAN WAN Internet Public Clouds History Tickets
| Resolution Details & | Virtual Ticket Details 1 Virtual Ticket Details
Observation Time Relative (I
Observation Time Reiative I o & Observation Time Relative CH #bsol
Last Hour - Last 1 Hour .
2023.06.01 a¢ 09010 - 2023.06.01 a¢ 10:10 SUBgestion:  Check the LAN oculprment cannectod ta User part 1, Check he LAN 1P aciiress 172.17.163430 - Aws Aaure Google Cloud  OracieCloud  Salesforce 1o officess
k 2023.06.01 a¢ 09:10 - 2023.06.01 at 10:10 ‘?/ = = g, 2023.06-01 at 09:10 - 2023:06:01 at 1010 as w3 a2 410 10 48 a07
Recommended action:  Close the ticket e— r » m m m m m m
Type Customer care
" . Type Customer Care Type Customer Care
Created on 20230601 LAN VAR fnternet L SERRD SEARCHFILTES SORT B
Createdon 20230601 . Creztedon 20230601 ¢ ¥ afeks - = Maso =
Description Slow Connectivity in Bowmanville
s = Descrpton Slow Connectivity in Sowmanville Description Siow Cannectivity in Bawmanvile
Created by Mary Stagecoach \ .
L Created by Mary Stagecoach Created by Mary Stagecaach
i _— SOTAIRIGEMS  olfcelSSoutuokcom a0z n B n o ]
uRL SZADSNBSEMZ  ofice3ssms teame.com a0r = CT ® o o
" URL URL
Peering Poinc
| Customer Details Pt e X
T | Customer Details it | Customer Details
- . |
Customer | Home Depot e . — = z = e
Customer  Home Depot Customar Home Bepot .
Branch Bowmanville - ETX-205A 172.17.163.43:0
Granch owmanvile Banch  Sonmanle
= Branch address
* Branch Addeess + Buach Addeess

420 Claringtan Bivd, Bowmanville, OM L€ 03

TUNMIICLal y diliu wul

120 Clarington Bivd, Bowmanville, ON L1€ 03

120 Claringten Blve, Bowmanville, ON L1C 0C3




Quality Scores

Quality score are calculated based on
measured KPls

Score anomalies are detected for each
user based on his data history

Score degradation is monitored relatively to a
regular behavior of specific user, using ML
mechanisms

The anomaly patterns are compared to
previous measured and learned behavior

Detect dense “bad” anomalies and clustering
are used as ensemble methods to improve
ML results
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= O Trinacria Smart Diagnostics

: < Virtual Ticket Number 1498
I Virtual Ticket Details

Observation Time Relative CllD /
Last 1 Hour

2023-06-01 at 09:10 - 2023-06-01 at 10:10

Type Customer Care
Created on 2023-06-01
Description Slow Connectivity in Bowmanville
Created by Mary Stagecoach

¥ Branch Address

1 by mmsight ﬁ Mary Stagecoach «

Your Network's Edge®

gy R - "
B a
Overview End to End LAN WAN Internet Public Clouds History Tickets

| LAN Score

| WAN Score

P

I Internet Score

® — —

RAD | 21



RADinsight Tl ( Thread Intelligence )




Thread Detection RAD

Your Network's Edge®

e For RADinsight SD we built the infrastructure

e Why not use the same resources to detect and block attacks

e Enhance the existing RADinsight SD to Tl security system
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Security Threats

DDosS traffic targeted ﬁo
Cloudfiare, 2023 |

)—}_ ==

T - ——

DDoS\attacks lasts
Cloudflare, 2023

r Telecommunication ore than 10 minutes
- -_— e -

RAD

Your Network's Edge

®

verage cost of a DDoS attack in US
Corero, “The Need for Always-On in
DDoS Protection”



Solution Architecture

Your Network's Edge®

Regional Data Centers Cloud/On prem
r Y RADinsight
Analyzer
_________ '@\l Controller
RADinsight il nre b %
Detector € === W ﬁ Anomaly
@‘Collector[—'[:] 0 Engine

K / Zzg Workflow

v IP Reputation

RAD ‘ | Edgettawk. |

Mirrored traffic
samples

Mirrored traffic
samples

ACL

oo ® My,
DBB. !Mﬂ
pomEAy, | Neny

noo N

Eﬁi@ﬁ@?iﬁe Partner Network
ARAR g o0’
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RADinsight Threat Intelligence m

Outbound attack Scenario example

Your Network's Edge®

RADinsight continuously monitors traffic passing all Customer’s
carrier edges via collected telemetry.

Orchestrated outbound multi-vector attack on DNS and LDAP
servers triggered for several branches

Attack detected and classified by RADinsight

Mitigation automatically triggered by RADinsight, and malicious
traffic blocked in carrier edges

Attack stopped. RADinsight detects this and remove ACLs

Branch A

Branch B

@ RADinsight Tl Detectors — Normal Traffic

- ————  Attack Traffic N
@ RADinsight Tl Controller e Telemetry —
B —————  Mitigation

Lafl) Maliciousbots el Control
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Covered Cyber Attacks
Partial List

Your Network's Edge®

Attack Type | Attack Type | Attack Type

UDP Flood - Random Source IP Mirai: GRE IP Flood BitTorrent Amplification
UDP Flood - Random Source IP, Random Packet Size Mirai: UDP Flood CoAP Amplification

UDP Flood - Random Layer 4 Mirai: VSE Flood ARD Amplification

UDP Fragmented Flood - Random Packet Size UDP Flood Mirai: DNS Waterfall Flood Stream Protocol Amplification
UDP Flood — Carpet Bombing Mirai: SYN Flood SSDP Amplification

UDP Flood — Burst (short - 5 second duration, 30 sec interval)  Mirai: ACK Flood SNMP Amplification (162)
UDP Flood — Burst (long - 30 second duration, 60 sec interval)  Mirai: STOMP Flood SNMP Amplification (161)
TCP Invalid Flags Flood Application DDOS Attack Protection QOTD Amplification

TCP ACK Flood HTTP GET Flood — High CPS (Connection Per Second)  SSDP Amplification

TCP FRAG Flood HTTP GET Flood — High RPS (Request Per Second) OpenVPN Amplification
TCP SYN/ACK Flood HTTPs GET Flood — High CPS (Connection per Second) NTP Amplification

TCP SYN Flood HTTPs GET Flood — High RPS (Request Per Second) NetBIOS (137)

ICMP Flood Attack Random Packet Size NetBIOS NetBIOS (138)

Unknown Protocol Attack RIPv1 MS SQL RS Amplification
Mirai Botnet Attack Protection Tests RPCbind memcached Amplification
Mirai: GRE Ethernet Flood CoAP Amplification mDNS

Mirai: UDP Plain Flood CLDAP Amplification L2TP

Mirai: HTTP Flood Chargen Amplification

Proprietary and Confidential RAD | 27



Improvements in All Three Dimensions

Your Network's Edge®

DETECTION

* Two layered, low granular

e Zero Day and known attacks

* Distributed across all peering routers
and ETXs

* Localized function, lowers telemetry
overhead

* Flexible sampling rates per location

INSPECTION

* Unsupervised ML attack characterization
* Real Time Signature (RTS)

* Automated process

MITIGATION
*  Chirurgical mitigation using advanced ACL
capabilities

* Mitigation starts in few seconds
* Mitigation capacity scales with the network

* Automated process

Proprietary and Confidential RAD | 28



RAD

RADinsight PT ( Personalized Targeting ) s

-Generating more Revenue and

Customer Satisfaction
ppppp i aeatituc. BRARRS B iReSusRe HINH e vy oo B Tl | S SR D g L - BR 0 RS




Networking Services Upsell Challenge RAD

Your Network's Edge®

Service Providers are looking for
creative ways to increase revenues

from network services : : :
Reliable and professional service upsell

Increase Service Revenues while

keeping customer satisfaction

Proprietary and Confidential RAD | 30



RADinsight PT — Personalized Targeting m

Your Network's Edge®
CSP Marketing & Sales

Helps target upsell offers to customers who really need it

Bandwidth Upgrade ‘ Premium Cloud Connect
Increased Revenues Customer Satisfaction
DO;) New revenue streams f Better service fit
from existing customers Reduced churn

v
-
L
LLl
4
LLl
(aa]

Savings

No need for additional probes or software agents
Save frontal marketing efforts




RADinsight: Intent Base Networking
Takeaways

Business
Intent

-

REDUCE CUSTOMER
CARE COSTS

INCREASE CUSTOMER
SATISFACTION

50 8

A
IiT

REDUCE CHURN |||“

-

SECURE L2 ACCESS

DIFFERENTIATE
SERVICE

GENERATE
REVENUE

RAD

Your Network's Edge®

/

GENERATE /EAZ
REVENUE ””“

INCREASE CUSTOMER
SATISFACTION

INCREASE
PRODUCTIVITY

RADinsight

Services

Benefits

Proprietary and Confidential

Smart Diagnostics

Intuitive E2E visibility for

fault Isolation

Threat Intelligence

Real-time detection and
mitigation of cyber attacks

Upsell connectivity services

based on traffic analysis

RAD | 32
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