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Fortinet Security Fabric
IT- und OT-Systeme




N
ANSI/ISA-95: Ruckblick in der Automatisierungspyramide

Wie ist ISA-95 aufgebaut

Level 4

Defines the business-related activities needed to
manage a manufacturing operation.

Timeframes
of various layers

Months
Level 4

: Days
\ Business _
Planning o N—
Hours and Logistics "EERP&P‘]-M IT _

Level 3 7 Defines the activities of workflow to produce the

 MES desired end products.
Manufacturing Operations & Sy

Minutes and Management I A|r Gap Level 2
‘ Level 2 " ) 1

SCAUA/HMl ) | Defines the activities of monitoring and controlling the
physical processes.

Seconds Monitoring and Supervision .
Level 1 Networks

Level 1

OT Defines the activities involved in sensing and

Sensing and Manipulation :
ms / WS Lovel 0 e manipulating the physical processes.
Production Process Sl S

Level O

Defines the actual physical processes.

Air Gap: physikalische Trennung der Systeme zwischen Supervisor (OT)- und Planungsebene (IT)
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A
Fortinet-Losung: Vernetzte IT- und OT-Infrastruktur

Absicherung aller Purdue-Modell Ebenen P ON

FortiGate

((9)) e,

- Fortinet Security Fabric mit dem —
Konzept der IT/OT-Konvergenz ; ) ) () (8) G v-_\v )
besteht aus: ) ) T T e
« FortiGate . . > g8
« FortiSwitch e -
« Cyber-Sicherheit Schutz tiber B @, &3z,
alle Netzwerkgrenzen hinweg. | T
« Gerate = ] :
ol
 Applikation =
),
- L . Im@l@ = .

— e = MO = ;O



Fortinet OT Expertise

Ruggedized FortiGate und FortiSwitch




FortiGate — NGFW Produktpalette

FortiGate 5000/7000
FortiGate 6000

aMazZon
web services™

icrosoft Azure

FortiGate 1000-3000

ORACLE
CLOUD
(Google Cloud Platforr
Mid-Range High-End Ultra High-End Chassis Cloud
Entry-Level
—> € >
Security Processor (SPU) Powered Virtual SPU
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Fortinet OT Expertise

Ruggedized Devices

« Eine Reihe von Ruggedized Fortinet-Devices fir den Einsatz in Innenrdumen oder
Im Freien an Standorten mit extremer Hitze, Kélte, Vibration und EMV entwickelt.

FortiSwitch FortiGate (NGFW)

AR
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FortiSwitch Rugged Switch

FSR-424F-PoE

FSR-424F-POE

. 12x2.5G RJ45

. 12x 2.5G (SFP)

« 4 x10G (SFP+)

« 2 x40G (QSFP+).

» 12xPOE support 802.3 bt with power
budget 420W.

* |P40 standards

- © Fortinet Inc. All Rights Reserved. 8



FortiGate Rugged 70F / 70F-3G4G

3/4 WAN1/WAN2
—8YP

F::RTINET.
® ®

N

D)

X

COM1/COM2
0 é
(I

Gesamtdurchsatz: 8 Gbps

IPS Durchsatz: 975 Mbps
NGFW Durchsatz: 950 Mbps
Threat Protection: 580 Mbps

4 x GE RJ45 Internal Ports
2 X GE RJ45 WAN Ports
2 X GE SFP Slots

Listenpreise
Hardware: 2500 €

Hutschienen-Montage, Stromversorgung Uber Industrienetzteil (12 bis 125 V DC),

Einsatzbereich -40 bis 75°C. IP40 standards

-nw © Fortinet Inc. All Rights Reserved.




FortiGate Rugged 70F / 70F-3G4G

Digital 1/0O Modul fur Alarm

.
SFP2

»

(

WAN1/WAN2

SFP1

12 34
- . —BYP
RTINET.
FortiGate Rugged 70F

COM1/COM2
=

Connector Description

+IN—

| ||
= =
O o

258 —
+ZN—
W0J3 —

N1+ Alarm Input 1

REF Alarm Input 1/2 Reference Ground
N2+ Alarm Input 2

NC Normally Closed terminal
COM Common terminal

NO Normally Open terminal

© Fortinet Inc. All Rights Reserved.

10



Digital I/0O Modul: Konfiguration

Use case Schlisselschalter fur VPN (Up/Down)

1= device1 7-4 8043 202309271552.conf E3

T |
2 config system automation-trigger
3 edit "phaseZ-up"
4 set event-type event-log
5 set logid 37139
6 config fields
7 edit 1
8 set name "action”
9 set value "phaseZ-up"
10 next
) 11 edit 2
= el i 12 set name "vpntunnel"”
™ Search Q 13 set value "NameDesVPNTunnels"
14 next
Name ¢ Status ¢ Trigger ¢ Actions ¢ 15 end
[E A Compromised Host €@ 16 next
A , ‘ A - itch + Fo edit "phaseZ-down"
;,{4, f emsenl 18 set event-type event-log
B & FortioS Event Log €D 19 set logid 37139
20 config fields
& Firmware upgrade notification © Enabled B Auto Firmware upgrade B Email Notification 21 edit 1
8 FortiAnalyzer Connection Down @ Enabled 8 FortiAnalyzer Connection Down £33 FortiExplorer Notification 22 set name "action™
B In1-closed-when-tunnel-up @ Enabled B input-1-closed > turn-on-led 23 set value "phaseZ-down"
N & o 8 Network Dow B Default 24 next
25 edit 2
E# in1-closed-when-tunnel-down © Enabled & input-1-closed e Icq-flashing 26 set name "vpntunnel®
>_ bring-up-phase2 - " "
& HA VPN EIN 27 set value "NameDesVPNTunnels
28 next
¥ in1-open-when-tunnel-down © Enabled & input-1-open >_ turn-off-led 29 end
B in1-open-when-tunnel-up © Enabled B input-1-open > led-flashing 30 next
> bring-down-phase2 31 edit "input-l-open"
& HA VPN _AUS =
32 set event-type event-log
B tunnel-down-when-in1-closed @ Enabled B phase2-down > led-flashing 33 set logid 22905
2 tunnel-down-when-in1-open @ Enabled B2 phase2-down > turn-off-led 34 config fields
# tunnel-up-when-in1-closed © Enabled B phase2-up >_ turn-on-led 35 edit 1
36 set name "input"

AR
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FortiGate Rugged 60F

Gesamtdurchsatz: 6 Gbps
F:ERATINET
Fosce Rtz or R — IPS Durchsatz: 950 Mbps
s Nl h | i) o oh o NGFW Durchsatz: 550 Mbps
(@) mee ¢ s we owe Threat Protection: 500 Mbps
1 M2 3 4 (5
4 x GE RJ45 Internal Ports
2 X GE RJ45/SFP Shared Media WAN Ports
® “® ® ® ®
O 0 «=p L
- . N IR Listenpreise
0o 17 Hardware: 2300 €

Hutschienen-Montage, Stromversorgung tber Industrienetzteil (12 bis 125 V DC),
Einsatzbereich -40 bis 75°C. IP20 standards

H— © Fortinet Inc. All Rights Reserved. 12



FortiGate 60F

FiERTINET

+ H I
e
Dosi USE  COMSO

1A 1111 1 1 11111
A AL JHL EA HSA JH||jL EERL AL SR EAL =
M1 OWZ 5 4 a 2 1

Gesamtdurchsatz: 10 Gbps
IPS Durchsatz: 1,4 Gbps
NGFW Durchsatz: 1 Gbps
Threat Protection: 700 Mbps

2 x GE RJ45 WAN Ports
1 x GE RJ45 DMZ Port
5 x GE RJ45 Internal Ports

Listenpreise
Hardware: 1000 €

© Fortinet Inc. All Rights Reserved.




Fortinet Security Fabric
FortiOS und FortiSwitchOS




A
‘ Asset ldentity Center — OT View using Purdue Levels

Released in FortiOS 7.2

“Visualize network assets in Purdue ﬁs
Level based network topology and
understand whether the security
zones and conduits are
Implemented correctly and
operating as intended.

Cloud &

Cloud

Level 2
Area Supervisory Control

IT L ke Systams & Haty nrics et

oT

Link: https://docs.fortinet.com/document/fortigate/7.2.0/new-features/498242/add-ot-asset-visibility-and-network-topology-to-asset-identity-center-page

AR
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Asset ldentity Center — Change Purdue Level

Released in FortiOS 7.2

FortiGates and managed ey
FortiSwitches are 2 o © Q scorc

Statl Cal |y aSS | g n ed P u rd u e Device Software OS Hardware FortiClient User User Status Purdue Level Vulnerabilities Endpoint Tags
Level 2 and cannot be
changed.

Other detected devices
are assigned Purdue
Level 3 by default and

can be changed (except =" " Gomre 12 -

to level S, O, or external). :

2.5

15

Link: https://docs.fortinet.com/document/fortigate/7.2.0/new-features/498242/add-ot-asset-visibility-and-network-topology-to-asset-identity-center-page

AR
16

- = © Fortinet Inc. All Rights Reserved.



Eﬁ FGT-Home

@ Dashboard

 Network

B Policy & Objects

& Security Profiles

2 VPN

& User & Authentication

= WiFi & Switch Controller

£ System

¥ Security Fabric
Physical Topology
Logical Topology
Security Rating
Automation
Fabric Connectors

External Connectors

Asset |dentity Center ity

M Log & Report

loT/OT Features: Security profiles—Vpatchin

Released in FortiOS 7.4

- = Q

> Asset |dentity List

Asset Identity List

& | @ LockView | | R Hide Connections @ | Q, Search

@
Enterprise Network
34:3e:24:00:1a:46

OT View

(@)

iPad-von-Preuss

N231B6528

Create New Policy

OT View

2 [ Showin OT View ‘0 Q [search

o b0:09:da:49:5h:15
52 N231B652B

@ Guckguck

Detected Device

% 2818850e-82f0-63cc-b09

B0 c4:39:60:52:85:06

a 192-168-3-11

N @ iPhone-von-Chris
00 FortiSwitch_Mac %
9 FortjAP-231F

9 FortiAP-231F %

Status @ Online

Hostname 192-168-3-2

MAC Address & Amazon_FireTV_MAC

IP Address 192.168.3.2

DHCP Lease expires on 2023/09/24 13:16:22
Firewall Device Address B Amazon Fire TV

Interface = vsw.fortilink

Online Interfaces 4 vsw.fortilink

Hardware
0s
loT Vulnerabilities

FortiGate

>

> Device Software Of
> @ NASF7C53D QNAPQTS

? 8 Amazon_FireTV_.MAC ¥ | Fire OS

’ 00 34:3e:a4:00:1a:46 | 19216832
: 3 192-163-3-5 -

& Amazon_FireTV_MAC

Voice Control / Amazon / Echo
A Fire05/7.1.2

0d®

Connected FortiSwitch / FortiAP ®* FP231FTF20011580

Firewall Address ~

Quarantine =

View loT Vulnerabilities

@
Business Planning & Logistics

iPhone-von-Chris

Level 3.5

FortiAP-231F la:1f:céieb:ce:fd

Level 3
Operations & Control

FortiSwitch Mac

Level 2
Area Supervisory Control

Switch_POE (510...

Level 1

Basic Control

DESKTOP-E34K...

Level 0
Process.

Name @ VP_FireTV

Incoming Interface = Privat (V_SSID_P)
+

Outgoing Interface > vsw.fortilink
+

Source = all x
+

Destination & Amazon Fire TV x
+

Schedule [ always -

Service o ALL ®
-

Action P ae N & DENY

Firewall/Network Options

NAT © N NAT46 | NAT64
IP Pool Configuration
Preserve Source Port (B

5 default -

Protocol Options

Security Profiles

AntiVirus

Web Filter

DNS Filter
Application Control
IPS

Virtual Patching

BEUGYUU

deep-inspection

SSL Inspection
Decrypted Traffic Mirror (B

Link: https://docs.fortinet.com/document/fortigate/7.4.0/new-features/318637/virtual-patching-profile-7-4-1

© Fortinet Inc. All Rights Reserved.
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FortiOS: Switch and Access Point Controller

Security-Driven Networking in Action

Integrierte Sicherheit FortiGate

 Erweitert die NGFW-Funktionen auf das LAN
« NAC-Basisfunktionen enthalten

I I I FE:.EFHTIF\ET

)l ol ol

[ [i] LI

ol % —

LI

f i

@ FortiLink

« Zentrale Verwaltung FortiSwitch
Einfachheit
+ Agile Deployment und Management Elfzestsotersercnisoaren AE
* Flexible Architektur, skalierbar bei
veranderten Anforderungen @ @ @ CoriLing
ortiLin
Geringere Gesamtbetriebskosten FortiAP

* FortiOS im Lieferumfang
« Keine Lizenzkosten

AR
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‘ FortiOS: Switch and Access Point Controller

FortiGate 300E
@ Dashboard Y eov ¥ Refresh
34 Security Fabric >
lbw FortiView > = FG3HOE3917900712 ) F I G M g d F 1 S 1 h /F I A P
o | [ ortiGate Manage ortiSwitc orti
£ System >

o oo | | — « Policy Enforcement zwischen interfaces
o | o (VLAN, SSIDs, physicals)

& User & Device > I~ @ port23
i FS108D3W16001162 PoE
I = WiFi & Switch Controller v @ port24 .
Managed FortiAPs port18 Connected ™

« Port level visibility

SSID

FortiAP Profiles : Z:::iz - FS108D3W16001781 PoE s 10 m
wos ot | ; 26 [t G « Hilfe bei der Umsetzung best practices

N

Managed FortiSwitch
RortsweDVIAN S = 5424DN3X16000326 i FS10BD3W16001782 3 3 FINT-Corp (¢
FortiSwitch Ports 3 = FTNT-Corp (F O
[ e : S o -
FortiSwitch Security Policies % FTNT-Corp (F
Ll Log & Report > @ port23 & FTNT-Corp (f
- Por % FTNT-Corp (F
€ Monitor N L o portoa £ FS10BD3W16001764 o e i FTT orp o
% FTNT-Corp (F
© port18 Connected (=) =) ¥ FTNT-Corp (F
S FTNT-Corp (f
Q@ port13 & FTNT-Corp (f a
0 i = e * Defense in Depth
= FTNT-Corp (F n I n
O porti4 % FTNT-Corp (F

S FTNT-Corp (F
& FTNT-Corp (f

~ a o O |- [2.1.5-.L1. e Zones and Conduits Definitions

Radiol:6  Radio1:3 FP320C-v5.6-build0467 Radio 1: &5 FTNT-Corp (F

Managed FortiSwitch AP-03 ° #h 19216821221~ @ LAN Wired Radio2:64 Radio2:6 A new firmware version isavailable Radio2: & FTNT-Corp (f
" " . . . . . . . AR -
WAoo e euwwe SELL Nell PHCSMOw | et & et « Segmentierung
FortiSwitch Security Policies AP-08 ° #h 19216821226 @ LAN Wired Ezg::; ;2 :z:;z ;g ;:iﬁjg;ﬁ\;gfeu\:tﬁfﬁ:savailable :zg::é E EI:;E;:E E:
ll Log & Report > APy ® 19216021227~ @ LN W B e e rmaare veron s vlale Redio2: 4 FINT-Corp e Micro-Se gmen tierun g
€ Monitor >
Ap-10 ° h 19216621228 @ LAN.Wied 2005, B0 0 e mmereverdon s avalble Rodio2: &4 FINT Corp
APt ® 19216821250 @ LN W B e e vmaare verson s vlsle Rodio: 4 FINT-Corp
AP13 ° h 19216621251 @ LANWied IS, B0 e rmareverdon s avalble Redio2: & FINT Corp
Q « 1 LA [Total: 20]

AalR
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FSR-424F-POE

Zero-loss redundancy HSR/PRP on wired Ethernet, Precision Time Protocol IEEE1588v2

£€ NEU

FORTINET

-

FSR-424F-POE
| e RS
PRP — [EC 62439-3 Clause 4 —
HSR — IEC 62439-3 Clause 5 2 x 406 QSFP+
POE (60 r 420W Budget
PTP Power Profile C37.238-2017 |
Fanless

- © Fortinet Inc. All Rights Reserved. 20



FSR-424F-POE: Use Case

Power Substations requirements: IEEE1613/IEC 61850-3

» Lossless redundancy
with PRP/HSR b

= redbox capable
» PTP Transparent Clock

= |[EEE 1588v2
= Power Profile

AR
- © Fortinet Inc. All Rights Reserved.

ﬁ?e‘ Control Center
0
FSR-424F-POE
c Forlilink

Intelligent Electronic Device
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Feature Support: PRP, HSR und PTP

* Review the document FortiSwitchOS Feature Matrix for FortiSwitch PTP support

https://docs.fortinet.com/document/fortiswitch/7.4.0/fortiswitchos-feature-matrix

M““

FortiGate pass through
- BC

FortiSwitch + yes (redbox) « yes (redbox) « TC

+ FSR-424F-POE only « FSR-424F-POE only « E2E/P2P

* Not FortiLink support « No FortiLink Support
Supported platforms Supported software releases Supported PTP modes
+ FSR-424F-POE * FortiSwitchOS 7.2.4 or later - E2E

- P2P

» 200 series » FortiSwitch OS 6.4.0 or later - E2E
+ FS-4xxE
+ 500 series
+ FS-1024E
+ FS-1048E
+ FS-1024E

+ FS-3032E

AR
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https://docs.fortinet.com/document/fortiswitch/7.4.0/fortiswitchos-feature-matrix

SAN
PRP/HSR Topology Example o =
POIO0gy ple =@ °
) ) Q e
FortiGate: PRP-Trailer pass through —
Single Attached Node
:;C Forl Swich 3{ ForiSwich
DANP/DANH Dual Attached Node PRP or HSR
VDANP/VDANH Virtual DANH or DHANP
REDundancy BOX: device that exposes a SAN as | I I l l l
REDBOX a DAN P/DANH. FEDEOT REDEOK
I Forl Ewioh I ForiSwioh
=t e
HSR RING
ITTTITTTTT | III|IIIIII|
ofoflo o [0 -1l |
=== = (o il
. | - | | | DI';JIq:IIII |”|:|I,e:JI\||I.|” "{;
High-Availability Seamless Redundancy | FortiSwitch 7.4.0 (fortinet.com) o
E:E © Fortinet Inc. Al Righ e E © Fortinet Inc. All Rights Reserved. Proprietary and Confidential.



https://docs.fortinet.com/document/fortiswitch/7.4.0/fortiswitchos-administration-guide/943383

HSR Topology Example

HSR RedBox

VDAN VDAN
00:11:01:00:00:01 - 00:12:01:00:00:01 - 10

portS port10
port portb {th5 portb
SR24FPTF21000007 P°™° SR24FPTF22000012 POTtS | G R24FPTF22000018
Ring1

High-Availability Seamless Redundancy | FortiSwitch 7.4.0 (fortinet.com)

AalR
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Inr OT-Sicherheiltsplan

Must-DO #




Worum geht es und was sind die Vorteile fur OT?

Segmentierung des Control Network (Segmentierungsebene 1 im Purdue-Modell)

Direkte Kommunikation von PLCs/RTUs kontrollieren und unterbinden

Um direkte Kommunikation zu ermdglichen, muss eine explizite Konfiguration
vorgenommen werden.

Verbesserung der Sichtbarkeit innerhalb der Fortinet Security Fabric

Uberprifung der direkten Kommunikation mit AV/IPS/AppCirl

H- © Fortinet Inc. All Rights Reserved. 26



Must-Do #1

Zones & Conduits: das Zellschutzkonzept (Quelle: ISAGCA-Fachgruppe Cybersecurity)

Eine Zone kann Sub-zonen haben.

Eine Conduit kann keine Sub-
Conduits haben.

Eine Zone kann mehr als ein
Conduit haben. Cyber-Assets
(HOSTs) innerhalb einer Zone
verwenden ein oder mehrere
Conduits zur Kommunikation.

Ein Conduit kann verwendet
werden, damit zwel oder mehr
Zonen miteinander kommunizieren
konnen.

|
7 e i

Field Instrumestation & Devic

3

2
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A
MicroSegmentation — FortiGate: Intra-Switch-Policy

l I I FortiGate l I I FortiGate

! - | Switch Interface ﬁ ‘ g

- © Fortinet Inc. All Rights Reserved. 28
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FortiGate: GUI-Konfiguration

Intra-Switch-Policy: Explicit fur Ports Member

="= FortiGate VM64-KVM FGVM040000143739

@ Dashboard > || FE:ATINET,
N FortiGate VMé&4-KVM 1 3 5 7 9
XX Security Fabric > OO
(1) ) e ]
& FortiView > 2 4 6 8 10
+ Network v 4 CreateNew~ ¢ Edit il Delete
Interfaces W Status Name Members IP/Netmask Type
SD-WAN ) port1 10.0.0.1255.255.255.0 M Physical Interface
Performance SLA Software Switch (1)
sswo0-11 port2, port3 0.0.0.00.0.0.0 =2 Software Switch (2)
SD-WAN Rules
config system switch-interface config system interface
edit "sswO-11" edit "sswO-11"
set vdom "root" set vdom "root"
set member "port2" "port3" set type switch
set intra-switch-policy explicit next
next end
end
== © Fortinet Inc. All Rights Reserved.
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. . . . . . —
MicroSegmentierung mit FortiSwitch und FortiGate

FortiGate: FortiLink

I | I Firewall I ' I FortiGate

- © Fortinet Inc. All Rights Reserved. 30



MicroSegmentation mit FortiSwitch und FortiGate
Access VLAN — Hosts Isolation — Proxy ARP

» Bereitstellung der Sicherheit fir die Prozessebene: Blockieren Intra-Vlan-Verkehr

» Die Hosts kbnnen sich nicht gegenseitig sehen
» Hosts dirfen nur Gber FortiGate kommunizieren
» FortiGate implementiert den erlaubten Zugriff pro Host oder Gruppe von Hosts

Level 2 Engineering
Supervisory WorkStation
Control Network

@ Operator PC

vlan100

llllllllllllllllllllllllllllll

Level 1 Programmable

Local Area Network

: . Programmable
|| ' Logic Controller #3
e

~ - Programmable
| | Logic Controller #2

Level O
Physical Plant Floor
Instrumentation Bus Network

AalR
H— © Fortinet Inc. All Rights Reserved. 31



FortiLink—NAC Policies: Device Profiling

= HTFO listjson E3 |

Definition von FortiSwitch NAC policy
Drei Arten von NAC policy

* Device—NAC policy matches Devices mit
spezifischen MAC-Adresse, Hardware Vendor,
Device Familie, Type, Betriebssystem.

« User—NAC policy matches Devices, die zur
angegbenen Benutzergruppe gehoren.

 EMS tag—NAC policy matches Devices mit

spezifischen FortiClient EMS tag.

"Vendor":
"Type": "Switch",
"Family": "",
"OS" : min

"Vendor":
"Type": "Small Cell",
"Family": "PLC",
"ggt: "

"Vendor":
"Type": "Switch",
"Family": "RUGGEDCOM",
"Os": "RO3"

"Vendor": "Palo Alto Networks",
"Type": "Firewall",

IlFamilyll: mi

Ilosll : "PRN_OS"

"PLANET",

"Schneider Electric",

"Siemens",

"Vendor": "SpinetiX",
"Type": "Media Player",
"Family": "HMP",

"ost: "M

Visit https://filestore.fortinet.com/product-downloads/fortilink/HTFO _list.json to download a list of values for hardware vendor,

type, device family, and operating system.

© Fortinet Inc. All Rights Reserved.
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Context Segmentation: Device—NAC policy
FortiSwitch NAC LAN Segment: Automatische VLAN-Zuweisung

Dashboard Edit NAC Policy PROTECT SEGMENT IDENTIEY

Network
| e Name Ubuntu_NAC_Segment_Policy SCADA
olicy & Objects @
Status Yl © Disabled HISTORIAN e
Security Profiles E=="21 = it
y FortiSwitches [N Specify — ““ S— sovmannay | B CLICK PLC
— { | S|
VPN Description doses ‘ ‘ - iir FORTILINK /\ B UNKNOWN
User & Authentication “H w' s ,I K_/DC VLAN 100 fa reees
) | 5
WIiFi & Switch Controller Device Patterns ° I, el
- FortiSwitch
FortiLink Interface Category m User EMS Tag FORTIGATE
Managed FortiSwitches MAC address @ | 50:7h:0d: s 70F
FortiSwitch Clients Hardware vendor @  Schneider Schneider Electric PLC
FortiSwitch VLANs Device family >»
FortiSwitch Ports Type @© PLC
ST Operating system B
FortiSwitch Port Policies Edit NAC Settings
NAC Policies User >
& System NAC VLAN segmentation E+EZEHEEN © Disabled
Switch Controller Action @ . . -
€ Security Fabric Primary interface @ % nac_segment.fortilink (nac_segme ~
L | og & Report Assign VLAN © | Ubuntu Segment  Onboarding VLAN %# onboarding.fortilink (onboarding) ¥
Bounce port o J Segment VLANs % Ubuntu_Segment X
Assign device to dynamic address@® @  # Ubuntu_Client +

Purdue Level 1 — Process Control

4= © Fortinet Inc. All Rights Reserved. 33



Must-Do #1:. Zusammenfassung

Netzwerk Segmentierung und Micro-Segmentierung

Netzwerk Segmentierung

Fortinet Kernangebot mit FortiGate NGFW.

Implementierung von Sicherheit Zones und
Conduits

Sicherheit fur Inter-VLAN Kommunikation.

Nord-Std Netzverkehrstberwachung und
Schutz vor Bedrohungen.

IPS-Signaturen helfen bei der
Implementierung von virtuellem Patching
und verhindern die Ausnutzung von
Systemschwachstellen durch interne oder
externe Bedrohungen

Netzwerk Micro-Segmentierung

Fortinet Kernangebot mit FortiGate NGFW und
FortiSwitch

Integriete Fortilink Protokoll fir FortiSwitch
Sicherheit fur Intra-VLAN Kommunikation

Ost-West Netzverkehrsiuberwachung und Deep
Packet Inspection (DPI)

Applikationskontroll-Signaturen helfen bei der
Implementierung granularer Protokoll- und
Applikation Policies und stoppen laterale
Bewegung von Bedrohungen.

© Fortinet Inc. All Rights Reserved. 34



Must-Do #1

Segmentierung des Netzwerks in Zonen und Implementierung von Sicherheit Begrenzungen

FortiGate NGFW ist fur Sicherheitskontrolle und Durchsetzung von Richtlinien.

FortiAP access control policy enforcement flr End-User oder Devices mit
Netzwerkzugang.

FortiSwitch Sichtbarkeit und Kontrolle fir Users und Devices im Netzwerk.

FortiNAC Sichtbarkeilt, Kontrolle und automatische Reaktion auf alles, was mit dem
Netzwerk verbunden ist.

FortiExtender Bridge between lokal Ethernet LANs and wireless LTE/5G WAN
Verbindung.
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Must-Do #1

Compliance Reference

* NIST CSF Protect — Protective Technology (PR.PT)-4

* NIST CSF Protect — Identity Management, Authentication, and Access Control
(PR.AC)-5

* NIST CSF Respond — Mitigation (RS.MI)-1
* |ISA/IEC 62443-2-1:2009 4.3.3.4, 4.3.4.5.6
* ISA/IEC 62443-3-3:2013 SR 3.1, 3.5,3.8,SR 4.1,4.3,SR5.1-54, SR 7.1, 7.6
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Must-Do #2

Vollstandige Sichtbarkeit Gber digitale Assets und Netzwerke hinweg

FortiGate NGFW ist fur Sicherheitskontrolle und Durchsetzung von Richtlinien.

FortiAnalyzer ist die Zentrale Uberwachung, Protokollierung und Berichterstellung
far FortiGate-Appliances,

FortiManager bietet ein zentrales Geratemanagement und die Implementierung
von Security Policies fur FortiGate Appliances in IT und OT.

FortiSIEM bietet die Mdglichkeit, Protokolldaten aus IT und OT aufzunehmen und
zu analysieren, um Korrelationen ftr das Verhalten von Bedrohungsakteuren
Verhalten. FortiSIEM kann auch die Bedrohungsaktivitaten im ATT&CK-Framework
sowohl fur Unternehmens-IT- als auch fur ICS-Umgebungen.

FortiSOAR Workbench-Sicherheit flr Orchestrierung, Automatisierung und
Response, entwickelt fir SOC-Teams

Fabric-ready partner solutions bietet Deep Integration in Partnertechnologien und
Plattformen.
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Must-Do #2

Compliance Reference

* NIST CSF Identify — Asset Management (ID.AM)-1, -2
* ISA/IEC 62443-2-1:2009 4.2.3.4
« ISA/IEC 62443-3-3:2013 SR 7.8
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Fortinet Security Fabric
Was ist neu bel OT FortiGuard?




‘ Manual license activation
Released in FortiOS 7.2

FortiGuard Distribution Network

B License Information

Entitlement

£ FortiCare Support

‘ ‘ Manual licensing for air-gap 3 Firmware & General Updates
environments is available only for Ao
FortiGate hardware models running  “"™"
FortiOS v7.2 or later. RN

Security Rating

FortiGate virtual machines (VMs) Wi
are not supported. -

loT Detection Service

FortiGate Cloud

0O 0 00000000

Status

Registered

Licensed (Expiration Date: 2023/05/14)
Licensed (Expiration Date: 2023/05/14)
Licensed (Expiration Date: 2023/05/14)
Licensed (Expiration Date: 2023/05/14)
Licensed (Expiration Date: 2023/05/14)
Licensed (Expiration Date: 2023/05/14)
Licensed (Expiration Date: 2023/05/14)
Licensed (Expiration Date: 2023/05/14)

Licensed (Expiration Date: 2023/05/14)

A Not Activated

Next Update: 2022/03/07 15:26:00
< Update Licenses & Definitions Now

i Actions~ Manual Update

& Upload License File

© Unable to connect to FortiGuard servers.

Service Traffic Volume (Last 24 hours)
FortiCare 0B
FortiGate Cloud Log 0B
FortiGuard.com 0B

FortiGuard Download @ 0B

FortiGuard Query © OB
%) Activate
FortiGate Claud Sandhox - OR

Apply

Link: https://docs.fortinet.com/document/fortigate/7.2.0/new-features/006937/allow-manual-licensing-for-fortigates-in-air-gap-environments

- © Fortinet Inc. All Rights Reserved.
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FortiGuard License Scope Available

IPS Application Control Signatures — Services Bundles “a-la-carte”

FortiGuard IPS Service: enthalt
standardmalfige IT (nur!) IPS-
Signaturen

FortiGuard OT Security Service
ersetzt ‘Industrial Security Service’. ISt
die Summe der IPS signatures und
APPcontrol rules in industrial DB.

Dient zur Erkennung und zum Schutz
vor Bedrohungen auf Netzwerkebene.

FortiGuard Attack Surface Security
Service: Ist die Summe der Security

Rating service und loT-Devices
Erkennung und Identifizierung mit
APPcontrol, IPS signatures fir loT

£€ NEU

FortiGateRBugged-TOF

FGR-TOF
FGR-TOF-BOL-31-00
FGR-TOF-BOL-350-00

FC-10-FTOFB-811-02-00

FC-10-FTOFB-350-02-00

FC-10-FTOFB-3258-02-00
FC-10-F7OFB-131-02-00

FC-10-FTOFB-100-02-00
FC-10-FTOFE-577-02-00
FC-10-FYOFB-105-02-00
FC-10-FYOFB-112-02-00

Ruggedized. indacr, IP40, dw GE RJd4S LAN ports, 12 GE FJ45 bupazz part pair (between PORTS and
PORTY). 2x GE RJ45 WaAN ports, 2: SFP slots, 1 FJd5 zerial port [data), 1 R4S serial port [conzaole], 1+
USE port, 1= MicraS0 card slot, dual power inputs.

Hardw are plus FortiCare Premium and FortiGuard Enterprise Protection

Hardw are plus FartiCare Premium and FortiGuard Unified Threat Protection (UTF]

Filtering, Antispam, Security Rating, laT Detection, Industrial Security, FortiCorwerter Sve, and FortiCare
Premium)

Unified Threat Pratection [UTP) (IPS, Advanced Malw are Pratection, Application Contral, RL, ONS &
Widea Filtering, Antizpam Service, and FartiCare Premium)

Aduanced Threat Protection [IPS, Advanced Malw are Protection Service, Application Contral, and
FartiCare Premium)

FartiGate Cloud Management, &naluzis and 1%'2ar Log Retention

Advanced Malw are Pratection [AMP] including Antiviruz, Mabile Malw are and FortiGate Claud Sandbos
Service

FortiGuard Al-based Inline Sandbox Service

FartiGuard IFS Service

FortiGuard URL, ONS & Video Filtering Service

FC-10-FYOFE-155-02-00

FortiGuard OT Security Semice [OT Detection, OT Yulnerability carrelation, Yirtual Patching, OT
Signature { Pratocal Decaders)

FC-10-FYOFB-175-02-00
FC-10-FTOFB-657-02-00
FC-10-FTOFB-2858-02-00

© Fortinet Inc. All Rights Reserved.

Fortiluard Attack Surtace Security Sewvice [loT Detection, laT Vulnerability Carrelation, and Security
Rating Updates]

S0-YAM Querlay-as-a-Serice for SaaS based overlay netwark provizioning

FartiGuard SO-'w'AM Underlay Bandwidth and Qualits Manitaring Service
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FortiGuard OT Security Service

IPS Signatures for ICS/OT Applications & Protocols

Allen-Bradley DF-1 —
Allen-Bradley PCCC
BACnet —

CC-Link —

CN/IP CEA-852 —

CoAP —

Common Industrial Protocol (CIP) —
DICOM —

Digi ADDP —

Digi RealPort (Net C/X)
Direct Message Profile —
DNP3 —

ECHONET Lite —
ECOM100

ELCOM 90 —

Emerson DeltaV
Ether-S-Bus —
Ether-S-1/0

3 - parameter policy for the signatures in the GUI requires FortiOS v6.4 and above

EtherCAT —

Ethernet POWERLINK
EtherNet/IP —

FactorySuite NMXSVC

FL-net —

GE EGD

GE SRTP (GE Fanuc) —
HART-IP —

HL7

IEC 60870-5-104 (IEC 104) 3
IEC 60870-6/TASE.2 (ICCP) —
IEC 61850 MMS —

IEC 62056 DLMS/COSEM —
IEC TR 61850-90-5 R-GOOSE
IEC TR 61850-90-5 R-SV

IEEE 1278.2 DIS —

IEEE C37.118 Synchrophasor —
ISO 9506 MMS

KNXnet/IP (EIBnet/IP) —
LonTalk IEC14908-1 CNP —
Mitsubishi MELSEC —
Modbus TCP 3

Moxa Modbus RTU —

Moxa UDP Device Discovery
MQTT

MTConnect

Niagara Fox

oBIX

OCPP —

Omron FINS —

OPC AE —

OPC DA —

OPC HDA —

OPC UA —

OpenADR —

OSilsoft PI

October 2023
Application Intrusion

Control Prevention

Recent additions/ updates in Green
Profinet CBA —
Profinet 10 —
RealPort DNP3 3
Remote Operations Controller (ROC)
Rockwell FactoryTalk
RTPS
SafetyNET p —
Schneider UMAS —
Siemens LOGO —
Siemens SIMATIC CAMP —
Siemens S7 —
Siemens S7 1200 —
Siemens S7 Plus —
STANAG 4406 Military Messaging
STANAG 5066
Triconex TriStation —
Veeder-Root ATG Access
Vnet/IP

— message layer policy 3 message and parameter policy

FortiGuard Industrial Security Service provides broader coverage for Industrial Control System and Operational Technology applications and protocols through
Application Control (AppCtrl) and IPS signatures. For up to date list of supported signatures, please visit fortiguard.com.

Entire list: https://www.fortiguard.com/appcontrol?category=Industrial

Submit new (signature) request: https://www.fortiguard.com/learnmore#is

© Fortinet Inc. All Rights Reserved.
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https://www.fortiguard.com/appcontrol?category=Industrial

October 2023
FortiGuard OT Security Services
IPS Signatures for ICS/OT Applications & Protocols ‘[ Neu fiir FortiGate

@ FortiGuard Labs News / Research Services Threat Intelligence Resources ==RTINET

@ Industrial Security Services Ty
The FortiGuard Industrial Security Service for FortiGate combines IPS and f ‘ H i ii "'1

Application control signatures focused on Operational Technology. FortiGuard
Industrial Security Service provides Industrial Control Systems with the capability to ; :
detect and protect against network-level threats, while enabling extensive visibility - $- 3 W ﬂ =

'

into the industrial applications used in such environments.

i

O ID Lookup @ Encyclopedia

3,647 656 2,991

Sum of IPS and Application Control rules in IPS rules in Industrial DB Application Control rules in Industrial DB
Industrial DB

© Fortinet Inc. Al Rights Reserved. https://www.fortiguard.com/services/is




FortiGuard loT Detection Service

Major Device Category

Category

Audio &Video

Engineering

Sub Category

Audio Player
Cable Box
Disc Player
Game Console
Media

Media Player
Microphone
Photo Camera
Photo Display
Projector
Radio

Remote Control
Satellite
Sound System
Speaker
Satellite
Television

Arduino
Circuit Board
Processing Unit
Raspberry
RFID Tag

Home & Office

Industry

loT

Barcode Scanner
Computer
Conferencing
Desktop

IP Phone
Laptop

PColP Endpoint
Point of Sale
Printer

Scanner

ValP Device

Automotive
Energy
Industrial Device

Alarm
Appliance
Baby Monitor
Cleaner
Clock
Controller
Doorbell
Electric
Fridge
Garage door
Health Monitor
HVAC

IP Camera
Light

Lock

Medical

Mabile

Meter

Motion Detector
Pet Monitor
Plug

Power System
Robot

Scale

Sensor

Sleep Tech
Smart Device
Smoke Detector
Solar Panel
Sprinkler
Thermostat
Touch Panel
Taoy

Vaoice Control
VR

Washer
Water Sensor
Weather

Dental Chair
Medical Device

Car
Ereader
Generic
Ipod

Network

Server

Smart Home

AP
Cloud
Firewall

Gateway
Modem

NAS

Network Appliance
PDU

PoE Switch
Router

Small Cell
Switch

UPS

usB

VPN

Wifi Extender

Communication
Database
Domain Server
File Server

Mail Server
Proxy Server
Server

Terminal
Virtual Machine
Web Server

Fitness
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October 2023

FortiGuard loT Detection Service

FortiGuard Attack Surface Security Service [ ‘ Neu fir FortiGate

FortiGuard Labs News / Research Services Threat Intelligence Resources About F::RTINET

8 loT Detection Service

FortiGuard loT Detection service helps customers significantly reduce their attack
surface by enabling Fortinet devices to automatically identify discovered loT devices
based on FortiGuard intelligence, and provide visibility which then enforce
appropriate policies against them. With this service, When a new device is detected,
Fortinet devices can query the result from the cloud-based FortiGuard servers for
more information about the device.

Submit a MAC Address to search

300,000,000

loT devices are discovered and identified

https://www.fortiquard.com/services/dds

AalR
=~ © Fortinet Inc. All Rights Reserved. 45



Q&A

Danke schon
Weitere Information
at Fortinet.com/OT




==:RTINET

Hicham Bensouda
Systems Engineer OT / loT

Q, +49 176 41832274
hbensouda@fortinet.com
https://www.linkedin.com/in/hicham-bensouda-606blaa/

https://ready.fortinet.com/ot
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